
 

 

1. Scope of validity 

 
The following provisions shall apply to electronically signed 
orders that are submitted via the SWIFT FileAct communica-
tion channels or transmission processes agreed individually 
between the customer and the Bank (contractual parties). 
They shall not apply to remote data transmission with the 
EBICS standard communication procedure. 
 
2. Scope of services  

 
The Bank shall be available to the customer for electronic 
order placement. Data transfer shall comprise order place-
ment in the specially agreed scope and in the agreed format. 
Orders shall be authorised by the customer or an authorised 
representative with an electronic signature. 
 
3. User 

 
The customer and the authorised representative shall herein-
after be uniformly referred to as the User. 
 
4. Accepted signature media, authentication tool, 

signature medium 

 
The Bank shall accept electronic signatures that were created 
with the signature certificates and procedures listed in Annex 
1. 
 
The electronic signature of the User shall be created with the 
help of a private key and personal password, together with 
the certificate assigned to the signature. It is the authentica-
tion tool as defined by Section 1, Paragraph 5 of the German 
Payment Services Supervision Act (Zahlungsdienst-
aufsichtsgesetz). 
 
In order to check the electronic signature, the User must 
attach its certificate with the public key to every order. 
 
The User shall ensure that the private key is further secured 
by means of a password and that the private key is stored 
together with the certificate and public key on a secure signa-
ture medium that is protected from third-party access (e.g. 
token, USB stick). 
 
5. Provisions for the use of digital certificates 

 
A certificate is an electronic certificate from a provider agreed 
upon by the contractual parties with which a person's signa-
ture verification data are assigned and the identity of this 

person is confirmed, in connection with an agreement be-
tween the contractual parties if applicable. 
 
Only those certificates may be used which are issued by the 
certification authority directly for the purpose of confirming the 
electronic signature of the User and without the use of inter-
mediate certificates. 
 
The certification authorities agreed upon by the contractual 
parties can be found in Annex 1. Insofar as the Bank has no 
access to the certification authority’s certificate revocation 
lists, the customer shall ensure that the Bank receives access 
at the Bank's request. 
 
The User shall notify the Bank separately of a restriction on 
the scope of use or the revocation of the certificate. The cus-
tomer shall ensure that the certificate does not create a con-
flict between the use of the electronic signature to authorise 
orders and the regulations for placing orders. The certificate 
may not contain any attributes that restrict its use in the au-
thorization of orders except in view of the certificate's validity. 
Restrictions on the intended use of the electronic signature 
must be agreed separately between the User and the Bank. If 
a different scope of use or deviating entitlement to authoriza-
tion is arranged between the attribute and the agreed options 
for order placement, the agreed provisions for placing orders 
shall be decisive in case of doubt. 
 
6. Identification of the User in the use of certificates 

 
Before placing the first order with an electronic signature, the 
User shall provide the Bank the details of his certificate and 
agree with the Bank the definitive assignment of the certifi-
cate to the User. 
 
The person placing the order shall be identified by the Bank 
using the "Distinguished Name" provided in the certificate. 
The customer shall undertake to ensure that certificates with 
the same "Distinguished Name" issued by the certification 
authority are only accessible by the User that the customer or 
authorised representative agrees with the Bank to be the 
holder of the certificate.  
 
7. Technical requirements of the electronic signature 

 
Signed orders sent to the Bank must be created in accord-
ance with the agreed signature formats in Annex 1 and with 
the signature procedures listed therein.  
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Insofar there is an order for which the order details and the 
signature are submitted separately, these must be transmitted 
in a container format supported pursuant to Annex 1. The 
container may only contain a user data file and a file contain-
ing the signatures and public keys. 
 
8. Procedural provisions 

 
The submitted order details must be authorised by electronic 
signature as agreed with the Bank. The order details shall 
become an effective order when all required electronic User 
signatures - pursuant to a separate agreement - have been 
received by remote data transmission, the agreed formats are 
observed and the electronic signatures can be successfully 
checked using the agreed keys. 
 
9. Rules of conduct/due diligence for handling the sig-

nature medium for authorizing orders  

 
Insofar as the User creates his own keys, private keys must 
be generated using a medium that the User has under his 
sole control. Insofar as the keys are provided by a third party, 
it must be ensured that the User has sole possession of the 
private keys. 
 
For private keys used for signature, each User shall create a 
password only known to the User, which protects access to 
the private key. 
 
The User may place orders with the help of the authentication 
tool agreed with the Bank. The customer shall ensure that 
every User sees to it that no other person obtains his signa-
ture medium or learns the personal password intended to 
protect the private key. Any other person who obtains the 
medium or a corresponding duplicate can make improper use 
of the agreed services in connection with the relevant pass-
word. The following should be noted in particular with regard 
to confidentiality: 

 The data identifying the User may not be stored any-
where but the signature medium, e.g. on the computer's 
hard drive. 

 When remote data transmission is concluded, the signa-
ture medium must be removed from the reading device 
and stored in a safe place. 

 The password for protecting the signature medium or the 
personal key may not be written down or stored electron-
ically. 

 It should be ensured that no other persons are watching 
when a password is entered.  

 
10. Blocking of an electronic signature 

 
If a signature medium is lost, other persons obtain the private 
key or there is suspicion of improper use, the User must im-
mediately block his electronic signature or have it blocked by 
the Bank. The block must be applied to all Bank systems that 
use the compromised key. This shall apply even if the revoca-
tion of the public key or certificate was entered in a public 
barred list or in the barred list of the certification authority. If 
the Bank cannot access one of the aforementioned barred 
lists through no fault of its own, in case of doubt it shall be 
entitled to execute the order. 
  
The User may have his electronic signature blocked vis a vis 
the Bank using the blocking facility disclosed by the Bank. 
The User may also issue the Bank a blocking notification at 
any time using the separately provided contact details. 
 

11. Handling of order details by the Bank 

 
The order details provided to the Bank by electronic data 
transmission shall be processed within the normal course of 
business. 
 
When validating the electronic signature, the Bank shall in 
particular check that a temporarily valid key has not expired 
and that the signature for the check sum in the order details is 
correct. When using certificates, the Bank shall also check 
that the certificate used was issued by an agreed certification 
authority. 
 
If a properly signed order contains additional electronic signa-
tures that are invalid or for which there is no power of attor-
ney for the signatory, the Bank shall be entitled to reject the 
order. 
 
12. Order execution 

 
The Bank shall carry out orders if all of the following execu-
tion conditions are on hand or have been fulfilled: 
–  The order details delivered by electronic data transmis-

sion were authorised in accordance with the agreement. 
–  The agreed data format has been observed. 
–  The execution conditions according to the special condi-

tions applicable to the respective order type have been 
fulfilled. 

–  Execution of the order may not breach any other statuto-
ry provisions. 

 
If the execution conditions pursuant to paragraph 1 have not 
been met, the Bank shall not execute the order and shall 
inform the customer of non-execution of the order immediate-
ly and in the agreed manner. If possible, the Bank shall notify 
the customer of the reasons and errors that resulted in non-
execution of the order and how these errors can be rectified. 
This shall not apply if the statement of reasons is in breach of 
other statutory provisions. 
 
13. Revocation 

 
The ability to revoke an order shall be determined based on 
the applicable special conditions (e.g. the Corporate Custom-
er Conditions for Payment Services). Orders may only be 
revoked by means other than electronic data transmission. To 
this end, the customer must notify the Bank of the particulars 
of the original order. 
 
14. Liability 

 
14.1. Liability of the Bank for unauthorised, non-executed 
and improperly executed orders 
 

The Bank's liability for unauthorised, non-executed and im-
properly executed orders shall be governed by the special 
conditions agreed for the respective order type (e.g. the Cor-
porate Customer Conditions for Payment Services). 
 
14.2 Liability of the customer for improper use of the 
electronic signature or signature medium 

 
14.2.1. Liability of the customer for unauthorised 
orders prior to the blocking notification 

 
If unauthorised orders executed prior to the blocking 
notification being sent to the Bank are based on the 
use of a lost, stolen or otherwise missing electronic 
signature or any other improper use of the electronic 
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signature or signature medium, the customer shall 
be liable for losses incurred by the Bank as a result if 
the User is at fault for the loss, theft, other mis-
placement or other improper use. The customer shall 
also be liable if he has not carefully selected an ap-
pointed User and/or if he has not regularly checked 
the User's compliance with his obligations pursuant 
to these conditions. If the Bank has negligently con-
tributed to the occurrence of a loss, the extent to 
which the customer and the Bank are to bear the 
loss shall be determined pursuant to the principles of 
contributory negligence. 
 
If the order concerns a payment transaction, the cus-
tomer shall not be obliged to compensate the loss 
pursuant to paragraph 1 if the User was not able to 
issue the blocking notification pursuant to section 10 
because the Bank did not ensure the ability to re-
ceive the blocking notification and the loss occurred 
as a result. 
 
The liability for losses that are incurred within the 
time frame for which a transaction limit applies shall 
be limited to the respective agreed transaction limit. 

 
14.2.2 Liability of the Bank from the time of the 
blocking notification 

 
As soon as the Bank receives a blocking notification 
from a participant, it shall subsequently assume all 
losses arising from unauthorised orders. This shall 
not apply if a participant has acted fraudulently. 

 
15. Change in participant keys 

 
If the certificates agreed with the participant are temporary, 
the User must notify the Bank of the new public keys in good 
time prior to the expiry date. When renewing certificates, the 
Bank must only be informed if the User's identification fea-
tures agreed in section ‎6 change. 

 
 
Commerzbank AG 
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Commerzbank AG 

Annex 1 

 

Approved certificates  x.509v3 certificates (pursuant to the specifications of the Internet Engineering Task 

Force, RFC 5280 www.ietf.org) 

Approved certification authorities  SWIFT (3skey) 

Approved signature formats  "Cryptographic Message Syntax" (CMS, pursuant to the specifications of the Internet 

Engineering Task Force, RFC 5652) 

Accepted signature procedures  SHA256 with RSA signature 

Container formats for the submission 

of separate signatures 

 Currently not supported 

http://www.ietf.org/

